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ABSTRACT 

 Protection of digital multimedia content has 

become an increasingly important issue for 
content owners and service providers. As 

watermarking is identified as a major 
technology to achieve copyright protection, 
the relevant literature includes several 

distinct approaches for embedding data into 
a multimedia element (primarily images, 

audio, and video). Because of its growing 
popularity, the Discrete Wavelet Transform 
(DWT) is commonly used in recent 

watermarking schemes. In a DWT based 
scheme, the DWT coefficients are modified 

with the data that represents the watermark. 
In this paper, we present a hybrid Scheme 
based on DWT and Singular Value 

Decomposition (SVD). After decomposing 
the cover image into four bands, we apply 

the SVD to each band, and embed the same 
watermark data by modifying the singular 
values. Modification in all frequencies 

allows the development of a watermarking 
scheme that is robust to a wide range of 

attacks.  
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I. INTRODUCTION  

 

The process of digital watermarking 
involves the modification of the original 
multimedia data to embed a watermark 

containing key information such as 
authentication or copyright codes. The 

embedding method must leave the original 
data perceptually unchanged. The major 
technical challenge is to design a highly 

robust digital watermarking technique, 
which discourages copyright infringement 

by making the process of watermarking 
removal tedious and costly.  
A watermarking algorithm consists of the 

watermark structure, an embedding 
algorithm, and an extraction, or detection 

algorithm .In multimedia applications, 
embedded watermarks should be invisible, 
robust, and have a high capacity. Invisibility 

refers to the degree of distortion introduced 
by the watermark. The literature survey 

explains robustness is the resistance of an 
embedded watermark against intentional 
attacks such as noise. Capacity is the amount 

of data that can be represented by an 
embedded watermark .The most applicable 

and accurate method is invisible robust 
watermarking and that is used in this paper. 
Watermarking represents an efficient 

technology for ensuring data integrity and 
data-origin authenticity. Watermarking the 

process of embedding data into multimedia 
element can primarily for copyright 
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protection. Because of its growing 
popularity, the DWT is commonly used in 

the proposed watermarking scheme increase, 
area increases so power consumption.  
 

II. GENERAL WATERMARKING 

PROCEDURE  

 

 

General Block Diagram 

Digital watermarking is one of the proposed 

solutions for copyright protection of 

multimedia data. This technique is better 

than Digital Signatures and other methods 

because it does not increase overhead. In 

this paper plan to present a new image 

watermarking technique that can embed 

more number of watermark bits in the cover 

image without affecting the imperceptibility 

and increase the security of watermarks 

.Digital watermarking is the process of 

embedding information into a digital signal 

in a way that is difficult to remove. The 

signal may be audio, pictures or video. In 

this paper image is the host signal and 

embedding the secret data and the extract 

the same.  

 

General diagram of the watermarking 

proposed scheme. 

II. EMBEDING AND EXTRACTION 

STAGE  

 

 Embedding stage  

 

Watermarking is not a fully mature 

technology lot of research is going on this 

field, especially to increase security and 

capacity of watermark data. Most of 

researchers try to increase the watermark 

capacity by compromising image quality, 

because there is a trade off among data rate, 

security and imperceptibility. But with our 

scheme we will be able to embed more 

number of watermark bits without affecting 

the imperceptibility of the cover image. 

 

Watermarked image 

One of the most important features that 

make the recognition of images possible by 
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humans is color. Color is a property that 
depends on the reflection of light to the eye 

and the processing of that information in the 
brain. The color is used every day to tell the 
difference between objects, places, and the 

time of day. Usually colors are defined in 
three dimensional color spaces usually 

colors are defined in three dimensional color 
spaces. These could be RGB (Red, Green, 
and Blue), HSV (Hue, Saturation, and 

Value) or HSB (Hue, Saturation, and 
Brightness). The last two are dependent on 

the human perception of hue, saturation, and 
brightness . Color represents the distribution 
of colors within the entire image. This 

distribution includes the amounts of each 
color, but not the locations of colors. In 

numerical analysis and functional analysis, a 
DWT is any wavelet transform for which the 
wavelets are discretely sampled . As with 

other wavelet transforms, a key advantage it 
has over Fourier transforms is temporal 

resolution: it captures both frequency and 
location information (location in time). The 
discrete wavelet transform has a huge 

number of applications in science, 
engineering, mathematics and computer 
science . Most notably, it is used for signal 

coding, to represent a discrete signal in a 
more redundant form, often as a 

preconditioning for compression. The DWT 
of a signal x is calculated by passing it 
through a series of filters . First the samples 

are passed through a low pass filter with 
impulse response g resulting in a 

convolution of the two:  
 

 
 
The signal is also decomposed 
simultaneously using a high-pass filter h. 

The outputs giving the detail coefficients 
(from the high-pass filter) and 
approximation coefficients (from the low-

pass). The invisible watermarking 
techniques used for enhancing the network 

security. Fundamental role of watermarking 
is the reliable embedding and detection of 
information . Digital watermark should be 

statistically invisible to prevent obstruction 
of the original image .The watermark should 

be robust to filtering ,additive noise, 
compression and other forms of image 
manipulation.  

 
Extracting stage  
 

In a digital watermarking scheme, it is not 

convenient to carry the original image all the 

time in order to detect the owner's signature 

from the watermarked image. Moreover, for 

those applications that require different 

watermarks for different copies, it is 

preferred to utilize some kind of watermark-

independent algorithm for extraction process 

i.e. dewaters marking. Its robustness against 

many attacks including rotation, low pass 

filtering, salt n paper noise addition and 

compression. 

 

 

III. DWT-SVD DOMAIN 

WATERMARKING 

In two-dimensional DWT, each level of 

decomposition produces four bands of data 
denoted by LL, HL, LH, and HH. The LL 

sub band can further be decomposed to 
obtain another level of decomposition. This 
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process is continued until the desired 
number of levels determined by the 

application is reached.  
 
V. PROPOSED WATERMARKING 

SCHEME 

Digital watermarking algorithms are 

composed of three parts, namely, watermark 
embedding Algorithm, watermark extraction 
algorithm and watermark detection 

algorithm. The following Subsections 
describe the details of the proposed scheme. 

 
 Watermarks Type 

The watermarks used in this work are 

divided into three types: 
1. Gray or color image, 

2. Logo and 
3. Randomly generated sequence of bits 

 
Watermarks type. 

 

VI. Watermarking Embedding Process 

In the proposed approach, the embedded 
watermark must be invisible to human eyes 

and enough robust to some image processing 
operations. Before insertion, the host image 

color system (RGB) is converted to another 
color space (YCbCr) and then the histogram 
of the color values is calculated to find out 

the high pixel values in the host image. 
YCbCr is not an absolute color space; it is a 

way of encoding RGB information. The 
actual color displayed depends on the 
actual RGB colorants used to display the 

signal. Therefore a value expressed as 
YCbCr is onlypredictable if standard RGB 

colorants are used. Since the watermark is 

added to the luminance, the RGB color 
space of the image should be converted to 

YCbCr color space. The Y component 
is used later to embed the watermark.  In the 
embedding process the watermark is added 

not directly to the original pixel values of Y 
– Luminance component but to the selected 

pixel values based on histogram calculation 
of Y component. Figure (4) and (5) presents 
the flowchart of the embedding process in 

frequency domain for non and semi blind 
algorithm. The watermark used (random 

number, logo and gray or color image) is of 
size 32*32 pixels or 1024 bytes. In the 
frequency domain the watermark is added 

not directly to the pixel values of the 
original image but the host image is first 

transformed into the frequency domain 
using float 9/7 Tap filter wavelet transform. 
The transformed image has now a low 

(approximation) and high (details) frequency 
regions. In any watermarking scheme 

developed in the literature, the most 
important step is the embedding process, 
which is hiding the information into the 

specific region of the host signal. In this 
work, the mid frequencies (HL, LH) 
depending on the number of pass are 

selected to embed the majority data of the 
watermark about (%80) and the rest of the 

data (%20) is added to the high frequencies 
(HH). As in the spatial domain the color 
space of the original image is converted 

form RGB to the YCbCr system. And then 
the Y (Luminance) channel which is 

adequate with a visual system is chosen to 
add the watermark data. 
 

Non Blind Technique 

 

In non-blind scheme watermark detection, 
both the original host information and 
watermark key are needed to estimate the 

embedded watermark data. The steps of this 
scheme are presented as follows (see figure): 

1. Load original color image (RGB). 
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2. Convert RGB to YCbCr. 
3. Apply forward wavelet transform (9/7   

    Tap Filter). 
4. Select Y band to embed the watermark 
    a. Add to LL, HL, LH and HH separately 

    b. Add to (HL + LH) together 
    c. Add to (HL + LH) and some            

        frequencies of HH 
5. Store the position of the original image   
    affected by the watermark. 

6. Apply inverse wavelet transform. 
7. Convert YCbCr to RGB. 

8. Perform some malicious attacks on     
    watermarked image (JPEG and 
    JPEG2000   compression). 

9. Find fidelity measure (PSNR) between   
    original and watermarked 

     image before and after attacks. 
10. Extract watermark before and after      
      attacks. 

11. Determine similarity between embedded  
      (original) and extracted  Watermark 
 

 
 

 

 
 

 
 
 

 
 

Non blind embedding process in 

frequency domain 
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Semi Blind Technique 

 

In semi-blind watermark detection, both of 
the watermark key and watermark position 

in the original image that affected by the 
watermark are needed to estimate the 

embedded watermark data. The steps of this 
scheme are presented as follows : 
1. Loa original color image (RGB). 

2. Convert RGB to YCbCr. 
3. Apply forward wavelet transform (9/7   

   Tap Filter). 
4. Select Y band to embed the watermark 
    a. Add to LL, HL, LH and HH separately 

    b. Add to (HL + LH) together 
    c. Add to (HL + LH) and some   

        frequencies of HH 
5. Store the position of the original image     
    affected by the watermark and the original   

    image values before watermark   
    embedding. 

6. Apply inverse wavelet transform. 
7. Convert YCbCr to RGB. 
8. Perform some malicious attacks on   

    watermarked image (JPEG and JPEG2000  
    compression). 
9. Find fidelity measure (PSNR) between  

    the original and watermarked image       
    before and after attacks. 

10. Extract watermark before and after  
      attacks. 
11. Determine similarity between embedded   

      (original) and extracted watermark. 
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Non blind extraction process 

 

In figure, the flowchart of extraction 
process for the semi-blind scheme is 
shown 

 
 

 

Watermarking Attacks 

Working on attacks is to develop highly 

robust watermarking schemes and define 
better benchmarks. In this work, StirMark 
(benchmarking) program which is writing in 

C++ language is used to test the robustness 
of the image watermarking. The robustness 

tests (embedding, transformation, 
extraction) fall in (currently) three arbitrary 
categories: 

• Signal processing: these tests typically 
apply transformation to the image but to not 

change its size (no resampling required); 
• Geometric transformations: these require 
the use of resampling algorithm as they 

change the size of the picture. 
• Special transforms: they basically include 

any other test not falling in the previous 
categories. 
Figure illustrates the attacks diagram on 

watermarked images in both spatial and 
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frequency

 
 
 

VII.CONCLUSION  

 

In this technique a new robust watermarking 
technique for color images was performed. 
The RGB image is converted to HSV and 

watermarked by using discrete wavelet 
transform. Watermarking embedded stage 

and extraction stage is designed using low 
power invisible watermarking algorithm. 
Here the host signal is an image and after 

embedding the secret data a watermarked 
image is obtained and then extracts secret 

image and original image separately. In 
future the resulted watermarked image was 
tested with several attackers to verify the 

robustness and VLSI implementation of 
invisible watermarking algorithm using 

VHDL code and check various 
performances like power, PSNR and tamper 
detection and area etc.  
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